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NMporpamma BebnHapa

v" O Softline Universe

« (O630pHasa npeseHTauus
« HoBble 6bu3Hec-peweHunsa B coctaBe Softline Universe
* HoBble peweHna No nMHGopmMaymMoHHOU 6e3onacHocTn B cocTaBe Softline Universe

v' TpakTnyeckan JeMOHCTpaLus

« 0630p MMNoOpTO3amMeLLeHHOro paboyero mecTa

« MarasnH npuaoXeHun, obbegnHeHNe KaneHaapen

* VDI - npoctasa BO3MOXHOCTb MUMMOPTO3aMeLLeHUA

*  WHTerpmpyemcsa ¢ HacnegoBaHHbIM Windows gomeHOoM

v Keucbl npumeHeHus Softline Universe

v Bonpocbl 1 oTBeTbI

- o
Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag. son 5



AKTyasibHble 3agauv 1 Bbi3OBbI

* HepocTtynHOCTb NOJIHOCTBIO JierajibHbIX CNOCOOOB
nprobpeTeHns NPUBbIYHBIX 3apybexxHbix VT-pewweHni

*  Puck 610KMPOBKM 1CMONb3YyeMblX CaHKLMOHHbIX peLleHuiA
N CEPBUCOB, pacllMpeHne CaHKLWOHHOW MOANTUKM

* HeobxoanMoCTb KOMMAEKCHOrO MMMOPTO3aMeLLeHNA
MCNOAb3YEMbIX CaHKLMOHHbIX PELIEHUA U CEPBUCOB

* [loTpebHOCTb B ONTUMM3aL, MM UHBECTULLMU U 3aTpat Ha UT,
CHUXKEHME pUCKa Bblbopa «HEMpaBUIbHbIX» PELUEHN N CEPBMCOB

* OTcyTCcTBME BHYTPEHHUX KOMMETEHLNM MO MMMOPTO3aMELLEHNIO
N NOAAEPXKKE OTeYeCTBEHHbIX PELUEHNN U CEPBUMCOB.

*  CNOXHOCTb B OLLeHKe MepcrnekTMBHOCTU M CTabuabHOCTH
[ECATKOB HOBbIX PELLUEHNN N CEPBMCOB

-

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa. son 3



O6uwana KoHUuenuuAa

Pa3BuTME BbICOKOMHTErPMPOBAHHOW YHMBEPCANbHOW 3KOocMcTeMbl NT-cepBrcoB Ha Haza
cobcTBEHHOW pa3paboTkm 1 NpoekTHOro onbita Softline n AnanpyroWmMx OTeUeCTBEHHbIX PeLleHN

O6beanHeHHble KOMMYHUKaLIMK

TenedoHuma

BusHec pelweHus o

BPM ECM Bl

RPA ETL/DWH

CRM

MHPpacTpyKTypHble CepPBUCHI : IKOCNCTEMA ;

BupTtyanunzaums oC SL \,)) Ul‘llverse

cepsepHas /

Pabouune MecTa neckTonsl Cny»6bl
kaTanora, DNS,
OduncHble npunoxeHms DHCP
o
MUHpopmaumoHHasa 6esonacHoCTb
AHTUBMPYC Ceresas VPN
6e30MacHOCTb

KoHTposb DLP KoHTponb
YyCTPOWCTB [oCTyna

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa.

MNouTa

ObmeH
COOBLLEHUAMM

° CodTtnaiih O6nako

Bakan / Apxus

BurpTyanbHbin
oduc

BKC

MOHWUTOPUHT

Cepsuicsl laas,

Draa$S, HaaS etc.

AnnapaTtHoe o6ecneuveHue INFERIT u napTHepbi

APM

[NepudepuiHoe
obopynoBaHue

cx

CepBepbl

CeTb

Wi-Fi
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AxTyanbHbin coctaB Softline Universe
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KnroueBble ocobeHHocTu Softline Universe

v dkcnepTtum3a Softline

» Softline Universe Manager (peectpoBas 3anucb N220940 ot 29.12.2023)
* KOoMNOHeHTLI peleHnsa NpoTecTMpPOBaHbl HA COBMECTUMOCTb
*  D/JIeMEeHTbl NPOVHTErPUPOBaHbl Ana 3GdeKTUBHOM PaboThbI

v Mo moaenn «noanucka»

* [lpo3pauHble exxeMecAayHble NnaaTexmu
*  BO3MOXHOCTb M3MEHATb OO6BbEM N COCTAB YCayru
* Onuwus Bbikyna B COBCTBEHHOCTb

v TMopxoa <KOHCTPYKTOP»:

* [lporpammHoe obecneveHune

« AnnapaTtHoe obecneuyeHue
* CepBepHOe N KOMMYHMKaLMOHHOe OobopyaoBaHMe
*  KJIMEeHTCKoe obopyaoBaHue

*  Mwurpauusa
* TexHnueckas noagepxka
« ObyueHne

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa.




KOHCTPYKTOP PELLEHUW

NHanBMAyanbHOe peleHme cobnpaeTca No NPUHLMNY KOHCTPYKTOPA U3 FOTOBbIX KOMMOHEHTOB.
Ot xpaHeHusa pannos B obnake Softline o obopyaoBaHna n MukpollO/J], Ha Bawwen naowaake.

CoBpemeHHoOe pabouee mecTo BbusHec-pelweHusn
Kak cepBuc (DaaS)

* APM (HoyTtbyk, kamepa, rapHuTypa) *  MukpolUQO/ «nog kntou» * busHec-aHanuTvKa

* BuptyanbHble pabouee mecto (VDI) ¢ * Cepsepa « KopriopaTtnBHOe xpaHWauLLLEe AaHHbIX
AOCTYNOM 13 Nt06ON TOUKM + [lnatpopma Buptyanmsauymm *  BPM-cucremsl

*  OducHble NpuIoXeHNs * [lporpammHo-onpeaensemMoe xpaHuavwe *  VIHTenanektyanbHoe BUAeOHabatogeHne

« CpeactBa KOMMYHMUKaLNN * CeteBaa MHbpacTpykTypa (BMaAeOapxmB)

* PeweHwne coBmecTHOM paboThl *  VIHdopmaumoHHas 6e3onacHOCTb * BuaeoaHanutuka

« KopnopaTvnBHOe darinoBoe xpaHuauLLe

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa.



CBob6opa Bbibopa pazmeLyeHus

Jltobble BapuaHTbl pa3MelleHms annapaTHbix pecypcos Softline Universe

PazmeweHue B LLOA 3aka3umka PasmeweHune B Softline
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Mbl pa3BrMBaeMcs U MEHSIEMCS MOZA BalluM akTya/ibHble MOTPEOHOCTM.
Mo>xHO nerko npoBepuTb rnnotesy B obnake Softline n Takxxe nerko macwrabuposaTb
ycnewHbln onbIT B cobcTBeHHbIM LLO/J, Ha obopyaoBaHun Softline

- o
UndpoBasa TpaHchopMaumsa. YcnelwHasa. 3dpeKTUBHaSNA. son



MukpollO/l Softline Universe

» CobcTBeHHbIM NoKanbHbIK LLO/J 6bICTPO 1 3a agekBaTHbIE Moaownaet ecan:
AEHbIM — 6€3 NPOEKTHbIX U CTPOUTENBHbIX PaboT, 6e3
npep,BapMTeanoM MOAroToBKM NOMeELLEeHNA N MoNyYeHna ero v ObecneynTb 6ec|'|pepb||3|-|b|ﬁ|
B COBCTBEHHOCTb. NIOKaNIbHbIW AOCTYN K

p . o Softli Ul BblYNCANTENIbHBIM MOLLHOCTAM
elweHne «noa KJarK4Y». arinapatHbInX y3eJ 50 tline Universe, N MOBbILUEHHbIN yPOBEHb

6ecrnepebonHOe NUTaHNe 1 OxXNaxXgeHne, CUCTEMbl KOHTPOIA 6e30MacHOCTM AaHHbIX
AOCTyna 1 NoXapoTyLUeHWs, MOArOTOBJ/IEH K MepeBO3Ke.

v' HeT noarotoBieHHOW

AnnaparHbinysen SLU cepBepHOI KOMHaTbI UV

fpe—— === obbem obopysoBaHMS
| PRS- » o
ommnerseT | SWELTEX MUHVMabHbI
® IS 4x 10/1001000Base T 1000BaeX v" MO>HO 6bICTPO 1 HEA0POro
BHeAPATb N MacwTabupoBsaTtb B
INFERIT PErnoHaibHbIX OTAENEHUAX

Intel Xeon Gold 6248R 3.0y, go 1 T6 RAM
2xNVMe, go 12 SATA SSD 3.8 Tb
4x 1 GbE + 2x 25 GbE

LUundpoBasa TpaHchopMaums. YcnelwHasa. 3dpeKTUBHaS. son



Softline Universe B kapmaHe

Pabouee mecto Ha Ppaeluke (sHewHunii NVMe)

* Poccumnckmne onepaymoHHasa cuctema n Habop oPUCHbIX
NPUNOXXEHWM Ha BbIBOP

« 3anyck Ha ntoboM x86 yCTpouncTBe C COXpaHEHNEM
M3HaYaNnbHbIX AaHHbIX ONMEePaLVOHHbIX CUCTEM

* BcTtpoeHHble cpeactBa MHdpopmaumoHHOM besonacHoCTH
ANA OpraHmM3aumy NOAKAYEHUA U COXPAHHOCTU AaHHbIX

* YpaneHHoe LeHTpanmM3oBaHHOE yrpaBaeHMe N NoAAePKKa
paboTocnocobHoCTH

* [Mopaep>xka nepndepminHoro obopyaoBaHms, NOPTOB,
KamMep 1 MMKPOPOHOB YCTPONCTBA

D é AO.

MCBCgepa P7-0®UC

1 :
BPE/10C c MorOdome

LinppoBaga TpaHchopmauma. YcnewHaqa. 2dpPpeKTMBHag.

Moponpet ecnu:

v OpraHu3zaums yaaneHHbIX v
BPEMEHHbIX paboumnx mect

v BYOD - ncnonb3yinTte cBou
YyCTPOWCTBA C MUHUMa/IbHbIMU
HacTpoOMKamu

v" CaMbI/ NPOCTOU CLIEHapUiA
MMnopTo3ameLlleHns paboumx
MeCT C BO3MOXHOCTbHO
nepeKkatoYeHNs Ha CTapyHo

MHOPACTPYKTYPY.

-



BYOL - NpuHecute cBoto
CO6CTBEHHYIO INLEH3UIO

BYOL gaeTt BO3MOXHOCTb MPUMEHATb MMetoLmeca y Bac
JIMLUEH3UN Ha JIOKaNbHOE NporpammHoe obecnevyeHne gas
Ncnonb3oBaHMA B coctaBe Softline Universe ¢ BbICOKOM CTENEHbIO
aBTOMaTU3aLUMN.

COMMUNIGATE O VonOgumce

[ % u
alt

LUundpoBasa TpaHchopMaums. YcnelwHasa. 3dpeKTUBHaS.

MoaonaeT ecau:

v Kynuan HegaBHO
NVLLEH3UM N HE XOTUTe
NAaTUTb ABaXAbl

v KopnopaTneHas NoanTrKa
yueta un anueHsum Ha 10
HEOBXOAMMO «MONOXNTb
Ha 6anaHc»

v [ednumt obopysoBaHma
A5 MONHOLEHHOTO
pa3BepTbiBaHMSA

v" He xBaTaeT KOMNeTeHLUMM
AN BHEAPEHMSA
COBCTBEHHbIMU CUIAMU

SOfTt



Pactem BMecCTe C BaMu

AoctynHoe VT pelieHne anda ctapTta v pasBUTUA pPasiNUYHbIX MPOEKTOB

«3penocTb»

3aHATa 40714 PblIHKa N HOBbIE
BEPLUWHbI y>XXE CZINLLUKOM

e, . 3aTPaTHbI, NPULLIO BPEMS
i v ExkeMecsauHble naaTexm «PocTt» BHYTPEeHHe onTMMM3aLmMK
: Bu3Hec gocTur nepBbIx
i v VI3MeHeHne 06beMOB ycnyru : yCMEXoB U HaunHaeT —@
. : aKTMBHO pPacTu, 3aHNMaTb SL
4 KOHCprKTOp peweHnn CBOHO AOJIHO PbIHKA
- MoTpebHo
: v Jliobble ycTpoiictea (BYOD) «Co3paHune» o B:I6T/IT;a o
t /' 0613K0 UK MukpoLlOZL EcTb naes 1 HavanbHas o ONTUMAaNIbHbIN
g : LLeb, @ AaNblue noka AL cLueHapwi
et iarennrnaernanransrrnarenarennsrnnsrennsrnnsrnnnt < obume nnaHs.bl. . .

SL

O SL T He gonxkHO
< CTaTb Y3KUM
‘\‘} bazosble UT gﬁg’ MeCToM
4 CepBUCHI 13
Ob6bnaka3a 1 geHb
el |

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa. son



TeKyLiuM coCTaB peLueHus

YnpaeneHue !

Cemessbie cepeucsl

Uni
SL Q) v
PeectpoBas 3anucb

N220940 ot 29.12.2023
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https://reestr.digital.gov.ru/reestr/2057327/
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POLYMATICA

[ ———— - L [ yp———

Polymatica Dashboards

NHCTpYMEHT Ans CO34aHNSA NHTePaKTUBHbIX
MHPOPMaLMOHHbIX naHenen. LUnpokmn dyHkUMoHan «u3
KOPOOKM» coyeTaeTcs ¢ BO3MOXHOCTbHO self service
KacToMmM3aumm.

Bonee 20 BCTPOEHHbIX BMU3yanum3aLmia
[poctoe pobaBneHMe KaCTOMHbIX BUAXKETOB
MexaHun3Mbl GuabTpaLm 1 COPTUPOBKM
[Mbkas aeTanmslaumsa

Pa3geneHve npas goctyna

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag.

Polymatica Analytics

[ns pabotbl ¢ N106bIMM HabopaMKn AaHHbBIX B pexXunme
peanbHOro BpemMeHu. [locTpoeHre aaxke HeCcTaHAAPTHbIX
OTYETOB B MHTepdence He TpebyeTca NporpaMMmnpPoOBaHme
nan HanncaHwe SQL 3anpocos.

[MoHATHBIN MHTepdenc cxoxum ¢ Excel
Bbicokas ckopocTb paboTbl Ha HOAbLINX OOBEMAX AaHHbIX

BctpoeHHble mogynu Data Mining: knactepusauns v
accouwnaTmBHble NMpaBuaa

SOfTt

15



LOGINOM

Loginom — aHanuTtnyeckasa no-code
nnaTGopmMa, KoTopas no3sosdeT
MHTErpMpoBaTbCA C Pa3INYHbIMU 1

WNHTerpauma
C MCTOYHUKAMMN faHHbIX

NCTOYHUKaMW, NoArotasamBatb AaHHble (ETL), o . .. . . . . . . ..

NPOBOANTb aHaIN3 AaHHbIX NIHOHOro YPOBHH
CNIOXKHOCTK 6e3 NporpaMMmMpPOBaHUA

[Mpn nomowwm Loginom akcnepTbl B NpegMeTHbIX 06.1acTAX
MOTYT CaMOCTOATENbHO, 6e3 IT-genapTameHTa, peLiaTtb
C/IOXHbIe 3a4a4M aHanumsa:

* KOMOWHMPOBATb pa3Hble AaHHbIE
* HakanaMmBaTb MX MOBTOPHO NCMOAb30BaTb HapPaboTKw.

ITO yAy4lLaeT KauecTBO aHa/M3 N COKpaLLaeT BPeMS
OXUAaHWA

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag.

_ﬁ Loginom

MpepobpaboTka
W KOHCONUAALKA AAHHbIX

Pa3gefoqHbIA MopenuposaHune
aHanus M MPOrHO3KMpoOBaHWUe

Busyanusauus
M MHTEepnpeTayus AaHHbIX

el |

SOOIt

PaSBCprI BaHKe
W UHTErpauusa

16



DECO Systems Data Management Platform

Low Code nnatdopma ana opraHmsaumm n ynpasaeHms KopnopatneHbiM XpaHuanwem JaHHbIM

NMnatdopmMa gacT Ballen KOMNaHUMU BO3MOXHOCTb

0 [TOCTPOWUTEL KOPNOPaTUBHOE XPaHWUNKLLE OaHHbIX

[MoaroToBMTb MOAesb AaHHbIX U ONS MHTErPauMOHHOMo
° obmeHa c perynatopom (LLB)

DOPMMPOBaTL 0MHYIO KPOCC-CUCTEMHYIO Bl-0TYeTHOCTb
° W nawbopabl AN PYKOBOACTBa No BCeM hUMManomMm
KOMMaHum

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa.

yﬂpaBﬂﬂTb OaHHBIMK OpraHKz2aUia C NOCTPpOeHKWEM
eJMHOro rnoccapma M KapTel OaHHBIX

CHM3UTL Halrpy3Ky Ha onepaldMoHHbIEe CUCTEMBI

Co3natb TEXHONOIMM4YeCKYH 633}" onda npnmeHeHuWA
cepBmCoOB MOHETM3auUM OaHHbIX KOMIMaHKMK

SOt
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KopnopatuBHble XxpaHuauuia gaHHbIX

GREENPLUM

DATABASE ClickHouse
|
Greenplum — cuctema  ynpaBieHuA ClickHouse — aHannTMueckas 0a3a AaHHbIX,
AaHHbIMK 13 Mupa big data. OHa HyXxHa Tem, CnocobHasa 3a cekyHay obpaboTaTb OrpOMHOE
KTO aHannsupyet u obpabaTtbiBaeT AECATKM KOJIMYECTBO 3aMpPOCOB: OT COTEH MUIJIMOHOB A0
TepabanToB MHPOPMALUM N KOMY TECHO W bonee MuAIMapaa CTPOK U AeCATKM rmrabanT
HekoMpOpPTHO paboTaTb C 06bIuHbIMK CYB/,. AaHHbIX Ha OAWH cepBep.

b
N

&

STACKGRES.io

StackGres — 370 NpoAyKT, KOTOPbIN 0b6beanHAET B cebe Becb cTek ans obcnyxmeaHuma PosgreSQL:
PELLUEHMA BbICOKOM AOCTYMHOCTWN, PE3EPBHOIO KOMWPOBAHUSA, Nyaa COeAMHEHWN, MOHUTOPUHIA U
XypPHaNNpoBaHWS

-
Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag. soﬁ 18



BPM cucrtema Neaktor

Neaktor - 370 NHCTPYMEHT, KOTOpPbIN peLlaeT 3a4aun: © weakeor

CTPYKTYpUPOBaHME NPOoLEeCcCcOB KOMMaHUM AN
NOBbILEHMA KaueCcTBa yNpaBaeHUa UMU;
pernamMeHTauma npouecca n GyHKLMN COTPYAHMKOB
Ha yAaseHke n B opuce;

aBTOMaTM3aLmsa BU3HEC-NPOLLECCOB U CHUXKEHME o
TpyAo3aTpar; sttt
onTUMM3aLma BU3HEeC-NPOLLECCOB N NOBbILLEHME
3pPeKTUBHOCTN BU3HECE; A —
BHeApeHWe 6e3 nporpammunctos (no/lowcode); i npcssptay TEsuNeS
NPO3pPaYHOCTb 3a CYET NPOLLECCHOrO NOAX0AR; M
BCTPOEeHHble poboTbl (RPA); s oo

BU3YyaJsibHbIN peAaKkTop; E

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag.

Maw geaa .’th.u'l.f.w'-w‘-’I MpoexTed CRM  Otgencagpon  ITorgesn  CTpOMTEARCTRG =+

Zagaum:

3apadvn ANnA cOTpYyAHWKOB FD

OhHopneHWA

OE 3AnHCH

Cratmctika  [fetany npoexta Y acTHuen BusHec-

Testa Mogem  cramye
Liomas|
Tagana B okl
5
-
SOt 19
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depepanbHbiv 3aKOH N2152 - Softline Universe nossonset cooteetcTsoBaTh
3aKOHY O MePCOHa/bHbIX AaHHbIX.

1. Softline Universe obecneumnBaeT TEXHNUYECKYHO 3aLLUTY NEPCOHANbHbBIX JaHHbIX

2. KomaHga Softline Universe obecneunBaeT 4OKyMeHTalbHOE CONPOBOXAEHNE

DepepanbHblit 3aKOH

«0 nepcoHanbHbIX 3. 3aKka3uunk B 1t0OOOM cayyae onepaTop NepCcoHaNbHbIX JAHHbIX
AQHHBIX»

Ectb onpegeneHHble cTpaxu B nepeHoce cBoenl UT nHppactpykrypbl B o61ako
1. HecooTtBeTcTBME TPEOOBAHMIN PETYAATOPOB
2. OnaceHuna 6eCKOHTPOIbHOrO A4OCTYNa TPETbUX ANL,
3. TpyaHocTn B obecneveHmm 6e3onacHoCTH

4. ObnayHble 3KOCUCTEMbI HECOBEPLLUEHHbI, MO3TOMY CYLLLECTBYHOT PUCKHU

-

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag. son



StartX AWR - nratdopma ans aBToMaT3nMpoBaHHOTro HEMPEPLIBHOTO 06YYeHNs 1
TPEHMPOBKW HaBbIKOB MO MHGOPMALMOHHOW N dmnanveckomn 6e3onacHoOCTM Ana BCex

COTPYAHMNKOB

L XX ]
YenoBek — npuy4inHa
74% viHUMaeHToB MHPOPMaLUOHHOM Start @ AWR B @ >
6e30naCHOCTM B 2023 rony = 3HaHus Hasbiku PeAtuHr Ya3smMmocTu
WMcToqHuk: Verizon Data Breach Investigations Report () - +4000‘
8072
CHinkaeTcs ypoBeHb PiCKa UHUMACHTOB MoBblWaeTcs BOBIEYEHHOCTb COT) HUKOB .
MHPOPMaLMOHHOW 6e30NacHOCTH PyAl m
Lons OTKPbITEIX NUCEM $ a ‘ H W epeHsl :JL.L“. ey ' npasepany
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StartX EDU - nnatdopma no obyuernto npoaykToBbIx KOMaHz HaBblkaM 6€30MacHoi
pa3paboTku

KomaHpabl BbINYCKalOT KaueCcTBEHHbIe NMPOAYKTbI 6bICTPO 1 63 ya3BMMocTen

O6yuyeHue ¢ yueToM crneuuPpuku OT4YETHOCTb B pealibHOM
NPOoeKTa U NPoAYyKTa BPEeMeHU

3HaHuA

MBaH AnekceeB

-» OnpeneneHune TEKYLINX 3HAHWIA 1 HABLIKOB = OTcnexmBaHWe cTaTyca oby4yeHua No

paspadboTHMKOB NpoeKTaM, KoMaHaam 1 pa3paboTyrKam MpoekTb|
= PacnpeneneHune papaboTYMKOB MO KOMaHOaM. B - MOCTPOSHIE KAPTHI KOMAETEHLIAN N0
3aBMICUMOCTM OT peasibHbIX 3aaad KAMIOMY COTPYAHIKY
-» ABTOMaTMYECKOE HasHaYeHUe o6yYeHUA Ha

OCHOBE XapakTepUCTUK pa3spabaTbiBacMoro

npoaykTa

Yem Start EDU otaimuaercsa ot 06bIUHbIX KYpCcOB?

T3 o &

ABTOMaTU4yecKasa PekomeHpauum no o6yyenuio KapTa KoMneTeHUuu#H
KacToMKU3aLusa o6y4eHus cornacHo KapTe NpoekTa Ka)poro coTpygHuKa
MNpoBepka HaBbIKOB Pa3paboTUMKOB M aBTOMATHYECKIIA (PopMVMPOBaHWE KapTh NPOSKTa Ha OCHOBE NapaMeTPoB MocTpoeHWe KapThl KOMMNETEHLMI MO KaHO0MY
nof6op obyYatWmMx MogyNer NOL KOHKPETHEIM MPOEKT 1 (KOHTEKCTOB-CUTYaLMIA) MPOEKTa, NPUBAZKA K Hell TMNOB COTPYAHUKY.
YPOBEHb 3HaHWIA pa3paboTunKa B paspese WB. YA3BUMOCTEN WM PEKOMEHAALMA 0BYYAIOLIMX MOy e,

BoinonHAoTCA TpeboBaHMs perynatopos, CTaHAAPTOB U AYyULLMX NPakKTUK MO OCBEAOMAEHHOCTU COTPYAHNKOB U
pa3pabotke 6e3onacHoro N0 soﬁ

UndpoBasa TpaHchopMaumsa. YcnelwHasa. 3dpeKTUBHaSNA.



Mflash - poccumrckasn naatbopmMa Ana 3anLEHHOro GanaioBoro obmeHa n g4octyna
K AAHHbIM.

1. CUHXPOHM3aLMA M COBMECTHas
paboTa Mexay pacnpeneneHHbiMu
odprcamu

2. OpraHmsaumsa MHPOPMaLIMOHHOTrO obecnedyeHus
MNPOEKTOB C Y4aCTUEM BHELUHUX KOHTPAreHToB

3. besonacHbIn pannoBbii O6MeH

4. COBMeCTHOe pefakTUpoBaHMe

5. MoBWNbHOCTb

: ]
Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa. S : S?ﬂll“ Y
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2. [lna onepaTtBHOW NOArOTOBKM
yBefoMieHnM B PocKOMHaa30p 06
N3MEHEHUN CBeJEeHWNN, O
TPaHCrPaHNYHOM Nepesaye nau
06 yTeukax

3. Anga cncrematmlaumm um
CBOEBPEMEHHOIO OOHOBAEHWA
MHPOPMaLMM O NePCOHaNbHbIX
AAHHbIX, KOTOPbIE XPaHUT U
obpabaTtbiBaeT KOMMNaHWA

4. na pa3paboTtkn n 0bHOBAEHUS
AOKYMEHTOB

5. lna aBTOMaTnyeckoro
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https://www.consultant.ru/document/cons_doc_LAW_61801/eeeebe22bf738fd65bb66b95cc278911ae2525ee/

R-Vision SGRC - Security Governance, Risk & Compliance Platform (SGRC).
YnpasneHue Vb, oueHka pnUCKOB 1 KOMMJIaeHC-KOHTPOib

SddekTrBHaA cucTeMa ynpasneHua MHGOpMaLMOHHON
Be30MacHOCTbIO 3a CYET aBTOMaTU3aLnM NPOLECCOB:

YnpaeneHve ayantamu
M KOHTPO/b COOTBETCTBUA
TpeboBaHWAM

Governance

YnpaeneHuve
nHPOpPMaLMOHHOM
B6e30nacHOCTbIO

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa.
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Webmonitorix - sto nporpammHbiii kKommnekc 4ns 3almTbl 6U3Heca oT Knubepartak,

B3JIOMOB W yTeueK JaHHbIX Yepe3 BeO-NpuaoXKeHms

UcTounnku arak

OCHOBHbI€ NPUUYNHbDI AJIS UCNO0Ib30BaHNA Beb6MoHUTOpaKC

HoBbi ypoBeHb 3alUTbl AKTUBHOE CKaHUpoOBaHue
*OWASP Top 10 *BcTpoeHHbin DAST
*[loBeseHYeckne ataku *IHpopmauma o nepumetpe
«Zero Day *®PoKyC Ha peanbHbIX aTakax

NHTennekTyanbHbIN Noaxop,
*Hun3KMin ypoBEHb NIOXHBIX CpabaTbiBaHMM 6€3 py4yHOro BMeLlaTebCTBa
*bescurHatypHblie npasuaa

Mocrononomesme

*ABTOMaTUYeckoe obyuyeHne Ha Tpadurke 1 aTakax XakepoB P

[TpaBuna obHoBastoTCA BMecTe ¢ npunoxeHunem (Cl/CD pipeline) |
*3awmnTa Mukpocepsncos n API EY—

Hunannaunm

O6bI4HbIF M BPeAOHOCHbIA Tpaduk

-0~ 3anpoca Xute: <0 Vbiumaenrs

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag.
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MarasuH npuaoXxeHnmn

Marasux npunoxxenuit Softline Universe — dmp b

sL

KopnopaTM BHbI€ NMPUJTOXXEHUA

“ Gimp ﬂ& 1C 8.3.22.2239

Q GNU Image TOHKWUI KNUEHT Ans
Manipulation 1C, Bepcua 8.3.22....

Program. pad...
Moapo6Hee...
MoppobHee...

O6LLMe NPUNoXKeHUs

* r Yandex bpaysep ContentReader® A SETERE OCR
BbICTpbIit 1 . PDF Cuctema onTUyeckoro

UndpoBasa TpaHchopMaumsa. YcnelwHasa. 3dpeKTUBHaSNA.

Dé MCBCdepa

[lepeyeHb NPUAOXKEHUN
onpeaenseTcsa 3aka3umMkom
Bo3MoXXHOCTb f0DaBAEeHUSA
COBCTBEHHbIX KOPNOPATUBHbIX
NPUAOXKEHUN

[MpunoxxeHus
NpoTeCcTUpOBaHbI Ha
COBMECTMMOCTb

YctaHoOBKa U yaaneHue
NPUAOXKEHWNN CaMUM
nosb3oBartenem 6e3
NpuBAEYEHUA TEXNOAAEPXKKN
(B pa3spabotke) 3anpoc Ha
YyCTaHOBKY KOMMeEPYeCKNX
NPUAOXKEHUNN

SOTt 20
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CueHapuu 1 - OTkas ot 3apy6e>kHoro NO

3apaya: OpraHusauma naaHMpPyeT 0TKa3aTbCa OT UCMO0b30BaHMA Ha paboumx MecTax
COTPYAHNKOB MMMNOPTHbIX OMePaLMOHHbIX CUCTEM U «0BNaUHbIX» CEPBMCOB, HO
Ba>KHO 0b6ecneunTb NaAaBHbIN NePEeXoA C «MepruoaoM NPUBbIKAHUA».

PeweHue: Softline Universe npegocrtaBnser HOyTOYKn nam MOHOBA0KN g COTPYAHMKOB C
npeAyCcTaHOBAEHHbIMU:

e OteuecTBEHHOW ONepPaLMOHHOM CUCTEMOM

e  OduncHbIM NakeToM (peaakTop A4O0KYMEHTOB, Tabauy, Nnpe3eHTaumnm)
* [1OYTOBbLIM KANEHTOM N KOPNOPATUBHbIM KaseHAapem

« KopnopaTtuBHbIM MECCEHAXKEPOM U CUCTEMOW BUAEOKOHDEPEHLMN
*  AHTMBUpPYCOM

* CeptnonympoBaHHbiM VPN-kAMeHTOM ans yaaneHHoOW paboThl

* MarasnHom npunoxeHmn Softline Universe

Ob6nauHble ycayrm Softline Universe:

Cncrema 613HeC-aHaNUTUKN U OTUETHOCTU

KoprnopaTtneHoe xpaHuanwie ¢annos

« CoBMeCTHOe pesaKkTupoOBaHMe JOKYMEHTOB -
Lindpposaga TpaHchopmMauma. YcnewHaqa. 2dpPpeKTMBHAS. son
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CueHapuu 1 - OTkas ot 3apy6e>kHoro NO

CocTtaB 200 HoyTbyKOB A8 COTPYAHMKOB C NpeaycTaHoBAeHHbIM 10
peLleHUs: NHbpacTpykTypa Softline Universe «B obnake»

O6nauHbIv y3en
* MounOo¢wuc YHactHoe Obnako 2.0 + lNouta 2.0

 MownOdwnc Squadus
« Kaspersky Secure Mail Gateway

200 wT - HoyTbyK Inferit (15.6" Intel Core i5-1135G7 (4 appa), 8 I'b, SSD 256 I'E)
* OnepaunoHHascuctema MCBCdepa

MonOduc geckton Bepcnmn pesaktopoBs

Kaspersky Endpoint Security

VipNet VPN kaneHt

KoHTpakT Ha 2 roaa.
[Mnhatex: 1 540 000 py6/mec. (7 700 pyb/mec. Ha 0O 4HOro NOAb30BaTENA)

- o
LindpoBaa TpaHchopMauma. YcernewHaa. 2ppeKTnBHag. son



CueHapuu 2 - MogepHusaums IT | UmnoprosamelyeHne

3agaua: Y opraHvsauuv MeeTcs yCcTapeBatoLynii Napk CEpBEePOB, Ha KOTOPbIX NCMONb3YeTCs
MMMNOpPTHas cMCTeMa BUPTYyaam3saumn. Heobxogmmo MogepHn3nMpoBaThb
obopyaoBaHMe M 3aMEHNTb CUCTEMY BUPTYaAn3aLmm.

PeweHue: Softline Universe yctaHoBUT B gaTa-ueHTp (Man npegoctasum MukpollO/l)
opraHun3aummn cobCTBeHHbIE CeEpPBEPbI M KOMMYHUKaLNOHHOE 060opya0BaHuMeE:

3

iMnopTto3amelleHHasa cucteMma BUpPTYyanm3saumm

[MNepKOHBEPreHTHaa apxmTekTypa C NpOrpaMMHO-onNpeaensaeMomn CUCTeMOU
XpaHeHUa AaHHbIX

EMKOCTb paccumTaHa Cc y4eToM 3anaca 1 BO3MOXHOIo OTKasa cepsepa
OTKa30yCTONUYMBOCTb Ha ypoBHe BbluncaeHmu, CMa, CXA

Murpauna BUpTyaibHbIX MallMH C TeKYLLLEero peLlleHus

Ana obvekToB KN «YnpaBasemoe yacTHOe 061ako» MOXKET ObITb peann3oBaHo
Ha cepBepax 13 peecrpa MuHllpomTopra v ¢ ncnonssoBaHuem NO BUpTYanm3saymm

ceptnpumumpoaHHoro PCTIK

- o
Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag. son



CueHapuu 2 - MogepHusaums IT | UmnoprosamelyeHne

«YnpaBasgemoe yactHoe obako» Softline Universe

CocTaB AnnapatHbliii y3en Softline Universe B L, 3aka3umka
pewieHua: 5 cepBepoB Inferit RS208 (2 x Intel 6342, 1 TB RAM, 8 x 3.84 TB SSD)
« 2 komMmyTaTopa AaHHbIX Eltex 10G Ethernet
1 KOMMyTaTOp yNpaBaeHus
KomMnnekT KpunToMapLupyTM3aTOpOB ANA 3aLMLLEHHOMO TeX.00CYy>XMBaHMSA)
Cucrema BupTtyanmsaymm Ha ocHose OpenNebula

[NonesHasa Harpyska (C yu4eToM OTKa3oyCTOMUYMBOCTN)
* 174 punsnvecknx agpa (2.8 IMu+)

« 4020Tb onepatnBHOM NAaMATH

« 50TB SSD (c TponHOM penankaumnen)

N
5
KoHTpakT Ha 3 roga.

[Mnhatexx: 850 000 py6/mec

LindpoBaa TpaHchopMauma. YcernewHaa. 2ppeKTnBHag. son
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CueHapum 3 - PaclumpeHue, pacnpegenieHHasa CTPyKTypa

3apaua: [1pon3BoACTBEHHOMY NPEANPUATUIO HEOOXOAMMO BbICTPO PaCWIMPUTL CETb
pernoHanbHbIX NpoAaaBLoB. Heobxoanmo obecneunTtb 6€30NacHOCTb YAaNEHHbIX
pPaboumx MecT N NPeaoTBPATUTbL YTEUKM JAHHDbIX.

PewmeHue; Softline Universe npeaoctaBuT BUpTYyaabHble paboumne mecra:

« OTeyecTBeHHasA onepaLMoHHasa cncrtemMa

« KomniektT 0pUCHbIX pefakTopoB

« 3aWwmeHHOe KOpnopaTUBHOE XpaHuanLe Gannos, 6e3 BO3ZMOXKHOCTM
CKaumBaHus pannos

* be3onacHbin goctyn yepes VPN

* AHTMBMPYC N CUCTEMA NPesOTBPaLLEHMA yTeueK

-

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag. son
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CueHapum 3 - PaclumpeHue, pacnpegenieHHasa CTPyKTypa

CocTtaB 100 BupTyanbHbIX paboumx MecT
peLleHUs: NHbpacTpykTypa Softline Universe «B obnake»

O6nauHbIv y3en

« VDI ¢pepma

« 3awmuweHHoe xpaHuanwe dannos (aoctyn Toabko no VPN)
« DLP cucrema Staffcop

VDI pabouee mecto (2 vCPU, 6 T'b vVRAM, 40 I'6 vSSD)
* OnepaunoHHascuctema MCBCdepa

* P7 peckron Bepcun pefakTtopoB

« Kaspersky Endpoint Security

« DLP-areHnT Staffcop

KoHTpakT — 6€3 MMHMMaAbHOTO CPOKa:
[Mnhatex: 570 000 py6/mec. (5 700 py6/mec. Ha O4HOrO Noib30BaTeN )

- o
LindpoBaa TpaHchopMauma. YcernewHaa. 2ppeKTnBHag. son
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CueHapum 4 - Jlerknu nepexopa Ha PO

3apaua: YuebHoe 3aBeAeHME UM TOCYAaPCTBEHHOER yUpexXaeHne 40KHO nepentu Ha PIIO.

Y>e nmeet napk OTHOCUTENbHO coBpeMeHHbIX 1K, HO BO3MOXHOCTU 1
koMmneTeHunn UT cnyxbel orpaHmyenbl. Hactb PIO yxxe npeaoctaBaeHo
npaBoobaasatensiMm No AbrOTHbLIM MPOrpaMmMamM Uam 3aKynaeHo «Ha MNOAKY».

PewmeHue: Softline Universe «BceneHHas B kapmaHe» B popmate dpew-gucka:

« 3a MuHyTy npespawaet atoboun MK B nMnopTtozamelyeHHoe paboyee mecTo
nog ynpaeneHmem Softline Universe

¢  OYHKUMOHANBHO UAEHTUYHO NOJHOLEHHOMY pabouemMy MecTy Ha 0bbluHOM 1K
nan BupTyanbHom pabouem crone (VDI)

LleHTpann3oBaHHOE ynpaBaeHne paboummm mectamm n3 obnaka
Ncnonb3oBaHua nmetroweroca PIMO ans obpasoBaTenbHbIX yUpexXgeHnm no
nporpamme Softline Universe «npuxoan co CBOEN NNLLEHINEN»

-

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag. son
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CueHapum 4 - Jlerknu nepexopa Ha PO

CocTaB 500 pabounx mecT Ha paew-gmckax
peLleHUs: NHbpacTpykTypa Softline Universe «B obnake»

O6nauHbIv y3en

 (CepBuckaranoros

« MonOdunc 4O / P7 KopnopaTtmBHbIN CEpBEP (TUYEH3UU 3aKA34UKa)
« Kaspersky Secure Mail Gateway

500 wt — USB-NVMe anck (500 6)

* OnepaunoHHascuctema MCBCdepa

 MownOdwnc/ P7 geckTon Bepcn peaakTopoB (TUYeH3UU 3aKa34yuka)
« Kaspersky Endpoint Security

KoHTpakT 2 roaa:
Mnatex: 1 000 000 py6/mec. (2 000 pyb/mec. Ha O4HOro NOAb30BaTeNS )

- o
LindpoBaa TpaHchopMauma. YcernewHaa. 2ppeKTnBHag. son
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Softline Universe nav npoekr?

3apava: Heobxoanmo nepexos noutoBon nHopactpyktypbl 2000 nonb3osatenen B LLO/], 3aka3umka Ha
POCCUNCKOM pEeLLEHNN.

[TouTOoBasa cncrema AO0J/KHa NpejocCtaBaAaTb ciedyrowmne BO3MOXKHOCTA.

® CEepPBUC ajpPeCHbIX KHUT

® CepBUC KaneHaapeu

e YnpaBaeHMe YacTHbIMU 1 OBLLMMUM KaneHaapaMu

e llcnonb3oBaHune no4vtoBoro kameHta MS Outlook n 6ecnaaTHbIX NOYTOBbIX KAMEHTOB

o WEB nHtepdenc

e Bo3moxxHocTn BlackList, WhitelList, GreyList, DKIM, SPF, DMARC, aBTo610KMpOBKM cepBepa

Obwwne TpeboBaHmA:

e (OTKa30yCTONUYNBOCTb

e AHTMCMNAM M aHTUBMPYCHasA 3amTa

e Muwurpayusa ¢ TekyLen CMCTeMbl

e PeecTpoBoOe NporpammMmHoe obecneyeHue

-

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag. son 45



Softline Universe nav npoekr?

_ Softline Universe NpoekTHaa peanusauuna

HauyanbHble BAOXeHuA

Nognwncka, npoaneHue MNO, TexHn4yeckas
noagep>kka (onnata NOCTaBLLUKY)

JKCrJyaTaLUMOHHbIE pacxoAbl, B roj,
(BHYTpeHHWMe 3aTpaTbl 3aKa3yunka)

Cpok peanusaunm

TCO 3 ropa

Lindppoaa TpaHchopmMauma. YcnewHaqa. 9dpPpeKTMBHag.

0 py6

0.8 MAaH (B Meq)
nnan 9.6 MaH. pyb (B roa)

0 py6
1 mecau

28.8 MnH.py6

11.1 MmaH. py6

4.6 MNH. py6

(co BTOpOro roza)

~3.8 MJIH. pyb

3-4 mecaua

31.7 maH py6

-
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UTto AanbLue?

3anpocnTb JOCTYN B AEMO-30HY
nonpoboBaTb CaMOCTOATENbHO

3anoJIHUTb ONPOCHUK

CodTnanH No4roTOBUT MPeAOXEHNE

Undposasa TpaHchopmaumsa. YenewHada. 2pdeKTnBHasa.

KOHTaKTbI

m https://universe.softline.ru
“ universe@softline.ru
m https://start.sludemo.ru

el |
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http://universe.softline.ru/
https://start.sludemo.ru/
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